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Overview of Covid-19 Tracking Apps 
 
A key aspect of easing the current lockdown in the UK may be the use of Covid-19 
Tracking Apps. These would be installed on the public’s smartphones and allow the 
notification of those who had been in contact with someone with a suspected case of 
Covid-19 or who had tested positive for it.  
 
This note provides a high-level overview of the electronic tracking methods being 
used or considered around the world: centralised tracking (e.g. GPS) and distributed 
tracking (e.g. Bluetooth).  
 

1. Centralised tracking (e.g. GPS) 
 

 
 

GPS based apps work using the GPS location tracking function on 
smartphones. The data is collected centrally and processed to identify who 
individuals with potential or confirmed Covid-19 have been in proximity to. 
This means someone with access to the central data can identify where 
people have been physically and in real time.  

 
Examples of countries that are using GPS based apps include China and 
South Korea. Examples of initiatives in this area include: 

 
• An MIT-developed app, Private Kit: Safe Paths, includes certain privacy 

features that may make a GPS approach more acceptable. It stores up to 
28 days of users’ GPS location data but redacts personally identifiable 
data and blurs individuals’ location trail.  

• Singapore’s TraceTogether app takes an opt-in approach and clear and 
time-limited conditions on how matched data is centralised. iPhone users 
must keep the app open and their screen unlocked for it to work; this is a 
iOS security measure that significantly impacts convenience and take up.  

• Taiwan has developed a mobile phone-based tracking system – known as 
an “electronic fence”. This uses location-tracking to ensure those who are 
quarantined stay home. 

 
A variant of the centralised tracking approach is to use QR codes, which are 
machine readable codes. The method involves people being required to scan 
(or be scanned) at public places to register their location with the resulting 
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data sent to central servers. The system means that people can be pinpointed 
to a specific location at a specific time - which can then be tracked back if 
someone is later found to have the virus.  
 
It is a relatively work intensive approach as the scanning needs to be carried 
out physically. It is also not as accurate as other types of location tracking. 
China, Hong Kong and Russia are all using QR codes for Covid-19 tracking.  

 
2. Decentralised tracking 

 

 
 
 

This system uses the low power Bluetooth function on users’ phones and is 
technically referred to as a privacy preserving proximity tracker approach. 
Bluetooth can only transmit data over short distances, using short-wavelength 
ultra-high-frequency (UHF) radio waves, to connect to others’ phones.  

 
A smartphone with the Bluetooth app will constantly broadcast a Bluetooth 
identifier that allows other phones nearby to see it and connect to it. The 
Bluetooth tracking app would then keep a record on the phone (but not 
centrally) of the identifier of every Bluetooth device that phone had come into 
contact with in the previous 14 days, with older data being deleted. The 
identifier for each phone would change regularly (e.g. every 30 minutes) to 
help preserve privacy.  

 
If someone has suspected Covid-19 or has tested positive for it, that person 
would inform their app and it, using the cellular phone network, upload the 
identifiers that it collected over the previous 14 days. The phones matching 
those identifiers would regularly check through the cellular network whether 
their identifier had been uploaded by the phone of someone with Covid-
19/who had tested positive for Covid-19. If so, the user receives an 
anonymous notification through the app warning him/her to quarantine/get 
tested for Covid-19. 

 
Apple and Google are developing a decentralised Bluetooth based solution 
and have published the application programming interface (APIs) that they 
propose using. APIs are essentially the framework of a software system.  
Anyone will be able to produce an app using the API, with Apple and Google, 
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checking that the apps don’t do anything malicious. The app shouldn’t use too 
much battery power and will be able to work in the background - rather than 
having to be open all the time or have the phone unlocked. 

 
From a privacy perspective the Bluetooth based approach has the following 
advantages: 

 
1. It does not use a centralised database, curtailing central access or use of 

the data.  
 

2. It only requires the collection of relative location data and not absolute 
location data.  
 

3. The Apple/Google API documents are based on a Bluetooth identifier 
changing every few minutes with each phone having a single daily tracker 
that is used to generate a day’s worth of identifiers before being changed 
the next day: the idea being to make it hard-to-impossible to track a 
specific phone and hard for people to push false claims into the system by 
generating false identifiers. 
 

4. It does not allow for centralised access to the data or necessarily for 
central knowledge of who has suspected for confirmed Covid-90.  

 
The disadvantage/challenges of the Bluetooth distributed approach are:  

 
1. It needs to be ensured that the app protects users’ privacy as it claims and 

does not do anything to otherwise infringe it. One solution is for the code 
for the app to be Open Source so that it can be examined by anyone.  
 

2. Bluetooth is vulnerable to hacking during the moments when it pairs with 
other devices. Apple and Google were initially reluctant to support this 
system as result but are now developing a solution based on this 
approach.  

 
5. Proposed UK approach 

 
There is significant lack of clarity about the approach that the UK is taking for 
the app that NHSX, the NHS’s digital innovation unit, is developing. NHSX 
Chief Executive, Matthew Gould, and public health doctor and programme 
lead, Geraint Lewis have stated: 
 

“Once you install the app, it will start logging the distance between your 
phone and other phones nearby that also have the app installed using 
Bluetooth Low Energy. 
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This anonymous log of how close you are to others will be stored 
securely on your phone. If you become unwell with symptoms of 
COVID-19, you can choose to allow the app to inform the NHS which, 
subject to sophisticated risk analysis, will trigger an anonymous alert to 
those other app users with whom you came into significant contact 
over the previous few days.”   

 
However, they have also indicated that a centralised approach may be taken 
in the future, stating: 
 

“In future releases of the app, people will be able to choose to provide 
the NHS with extra information about themselves to help us identify 
hotspots and trends. Those of us who agree to provide this extra 
information will be playing a key role in providing additional information 
about the spread of COVID-19 that will contribute towards protecting 
the health of others and getting the country back to normal in a 
controlled way, as restrictions ease.” 

 
It is important that the Government and the NHS provide clarity about the 
UK’s proposed approach as soon as possible.  

 
6. Sources 

 
A Price Worth Paying: Tech, Privacy and the Fight Against Covid-19 (24 April 
2019, Tony Blair Institute for Global Change) 
 
Bluetooth tracking and COVID-19: A tech primer (31 March 2020, Privacy 
International)  
 
Digital contact tracing: protecting the NHS and saving lives (24 April 2020, 
Matthew Gould and Dr Geraint Lewis, NHS) 
 
So how do the coronavirus smartphone tracking apps actually work and should 
you download one to help? (14 April 2020, Kieran McCarthy, The Register) 

 
 


